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Notice

This publication is protected by federal copyright law. No part of this publication may be copied or distributed,
transmitted, transcribed, stored in a retrieval system, or translated into any human or computer language in any form or
by any means, electronic, mechanical, magnetic, manual or otherwise, or disclosed to third parties without the express
written permission of Paradyne Corporation, 8545 126th Ave. N., Largo, FL 33773.

Paradyne Corporation makes no representation or warranties with respect to the contents hereof and specifically
disclaims any implied warranties of merchantability or fithess for a particular purpose. Further, Paradyne Corporation
reserves the right to revise this publication and to make changes from time to time in the contents hereof without
obligation of Paradyne Corporation to notify any person of such revision or changes.

Changes and enhancements to the product and to the information herein will be documented and issued as a new
release to this manual.

Warranty, Sales, Service, and Training Information

Contact your local sales representative, service representative, or distributor directly for any help needed. For additional
information concerning warranty, sales, service, repair, installation, documentation, training, distributor locations, or
Paradyne worldwide office locations, use one of the following methods:

m Internet: Visit the Paradyne World Wide Web site at www.paradyne.com. (Be sure to register your warranty at
www.paradyne.com/warranty.)

m  Telephone: Call our automated system to receive current information by fax or to speak with a company
representative.
— Within the U.S.A,, call 1-800-870-2221

— Outside the U.S.A., call 1-727-530-2340

Document Feedback

We welcome your comments and suggestions about this document. Please mail them to Technical Publications,
Paradyne Corporation, 8545 126th Ave. N., Largo, FL 33773, or send e-mail to userdoc @paradyne.com. Include the
number and title of this document in your correspondence. Please include your name and phone number if you are
willing to provide additional clarification.
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Reverse Gateway, Spectrum Manager, and StormTracker are trademarks of Paradyne Corporation.

All other products or services mentioned herein are the trademarks, service marks, registered trademarks, or
registered service marks of their respective owners.
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A Important Safety Instructions
1. Read and follow all warning notices and instructions marked on the product or included in the manual.

2. Slots and openings in the cabinet are provided for ventilation. To ensure reliable operation of the product and to
protect it from overheating, these slots and openings must not be blocked or covered.

3. Do not allow anything to rest on the power cord and do not locate the product where persons will walk on the power
cord.

4. Do not attempt to service this product yourself, as opening or removing covers may expose you to dangerous high
voltage points or other risks. Refer all servicing to qualified service personnel.

5. General purpose cables are used with this product for connection to the network. Special cables, which may be
required by the regulatory inspection authority for the installation site, are the responsibility of the customer. Use a
UL Listed, CSA certified, minimum No. 24 AWG line cord for connection to the Digital Subscriber Line (DSL)
network.

6. When installed in the final configuration, the product must comply with the applicable Safety Standards and
regulatory requirements of the country in which it is installed. If necessary, consult with the appropriate regulatory
agencies and inspection authorities to ensure compliance.

7. Arare phenomenon can create a voltage potential between the earth grounds of two or more buildings. If products
installed in separate buildings are interconnected, the voltage potential may cause a hazardous condition. Consult
a qualified electrical consultant to determine whether or not this phenomenon exists and, if necessary, implement
corrective action prior to interconnecting the products.

8. Input power to this product must be provided by one of the following: (1) a UL Listed/CSA certified power source
with a Class 2 or Limited Power Source (LPS) output for use in North America, or (2) a certified transformer, with a
Safety Extra Low Voltage (SELV) output having a maximum of 240 VA available, for use in the country of
installation.

9. In addition, since the equipment is to be used with telecommunications circuits, take the following precautions:
— Never install telephone wiring during a lightning storm.
— Never install telephone jacks in wet locations unless the jack is specifically designed for wet locations.

— Never touch uninsulated telephone wires or terminals unless the telephone line has been disconnected at the
network interface.

— Use caution when installing or modifying telephone lines.

— Avoid using a telephone (other than a cordless type) during an electrical storm. There may be a remote risk of
electric shock from lightning.

— Do not use the telephone to report a gas leak in the vicinity of the leak.

CE Marking

When the product is marked with the CE mark on the equipment label, a supporting Declaration of Conformity may be
downloaded from the Paradyne World Wide Web site at www.paradyne.com. Select Library — Technical Manuals —
CE Declarations of Conformity.

FCC Part 15 Declaration

An FCC Declaration of Conformity may be downloaded from the Paradyne World Wide Web site at www.paradyne.com.
Select Support -> Technical Manuals -> Declarations of Conformity.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device
may not cause harmful interference, and (2) this device must accept any interference received, including interference
that may cause undesired operation.

The authority to operate this equipment is conditioned by the requirement that no modifications will be made to the
equipment unless the changes or modifications are expressly approved by the responsible party.
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This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference
to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

m  Reorient or relocate the receiving antenna.
®  Increase the separation between the equipment and receiver.
m  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

m  Consult the dealer or an experienced radio/TV technician for help.

Notice to Users of the United States Telephone Network
The following notice applies to versions of the modem that have been FCC Part 68 approved.

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the Administrative Council for
Terminal Attachment (ACTA). On the bottom side of this equipment is a label that contains, among other information, a
product identifier in the format US:AAAEQ##TXXXX. If requested, this number must be provided to the Telephone
Company.

This equipment is intended to connect to the Public Switched Telephone Network through a Universal Service Order
Code (USOC) type RJ11C jack. A plug and jack used to connect this equipment to the premises wiring and telephone
network must comply with the applicable FCC Part 68 rules and requirements adopted by the ACTA. A compliant
telephone cord and modular plug is provided with this product. It has been designed to be connected to a compatible
modular jack that is also compliant.

The Ringer Equivalence Number (or REN) is used to determine the number of devices that may be connected to a
telephone line. Excessive RENs on a telephone line may result in the devices not ringing in response to an incoming
call. In most but not all areas, the sum of RENs should not exceed five (5.0). To be certain of the number of devices that
may be connected to a line, as determined by the total RENs, contact the local Telephone Company. The REN for this
product is part of the product identifier that has the format US:AAAEQ##TXXXX. The digits represented by ## are the
REN without a decimal point. For example, 03 represents a REN of 0.3.

If the modem causes harm to the telephone network, the Telephone Company will notify you in advance that temporary
discontinuance of service may be required. But if advance notice is not practical, the Telephone Company will notify the
customer as soon as possible. Also, you will be advised of your right to file a complaint with the FCC if you believe it is
necessary.

The Telephone Company may make changes in its facilities, equipment, operations or procedures that could affect the
operation of the equipment. If this happens, the Telephone Company will provide advance notice in order for you to
make necessary modifications to maintain uninterrupted service. If trouble is experienced with the modem, refer to the
repair and warranty information in this document.

If the equipment is causing harm to the telephone network, the Telephone Company may request that you disconnect
the equipment until the problem is resolved.

The user may make no repairs to the equipment.

Connection to party line service is subject to state tariffs. Contact the state public utility commission, public service
commission or corporation commission for information.

If the site has specially wired alarm equipment connected to the telephone line, ensure the installation of the modem
does not disable the alarm equipment. If you have questions about what will disable alarm equipment, consult your
Telephone Company or a qualified installer.
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Supplier's Declaration of Conformity
Place of Issue:

Paradyne Corporation
8545 126th Avenue North
Largo, FL 33773-1502
USA

Date of Issue: 14 September 2004

Paradyne Corporation, located at the above address, hereby certifies that the Model Number 6212-AX-XXX (where X
may be any numeric character) bearing labeling identification number US:AW2DL04B6382-AX complies with: the
Federal Communications Commission's ("FCC") Rules and Regulations 47 CFR Part 68, the Administrative Council on
Terminal Attachments ("ACTA")-adopted technical criteria TIA-968-A, "Telecommunications - Telephone Terminal
Equipment -Technical Requirements for Connection of Terminal Equipment To the Telephone Network, October 2002."

Patrick Murphy

Senior Vice President, Chief Financial Officer

Notice to Users of the Canadian Telephone Network

NOTICE: This equipment meets the applicable Industry Canada Terminal Equipment Technical Specifications. This is
confirmed by the registration number. The abbreviation IC before the registration number signifies that registration was
performed based on a Declaration of Conformity indicating that Industry Canada technical specifications were met. It
does not imply that Industry Canada approved the equipment.

NOTICE: The Ringer Equivalence Number (REN) for this terminal equipment is labeled on the equipment. The REN
assigned to each terminal equipment provides an indication of the maximum number of terminals allowed to be
connected to a telephone interface. The termination on an interface may consist of any combination of devices subject
only to the requirement that the sum of the Ringer Equivalence Numbers of all the devices does not exceed five.

If your equipment is in need of repair, contact your local sales representative, service representative, or distributor
directly.

A CANADA - EMI NOTICE:
This Class B digital apparatus meets all requirements of the Canadian interference-causing equipment regulations.

Cet appareil numérique de la classe B respecte toutes les exigences du réeglement sur le matérial brouilleur du
Canada.

Japan Notices

ZOEEBIL. FRUBXEBSEFEESTRFBHES (VCCI) 0%
ICETLK S X BERENERTYT. CO%XBIL. RERETEATSL
ZEMELTVETH, ZOEBNSOARFLEY 3 U ZEBIEELT
FEHZNZ L, ZEREELIIZEITIENHDET.

HERAZICH > TELVERDBENELTFE N,

This is a Class B product based on the standard of the Voluntary Control Council for
Interference from Information Technology Equipment (VCCI). If this is used near a radio or
television receiver in a domestic environment, it may cause radio interference. Install and use
the equipment according to the instruction manual.
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About This Guide

Document Purpose and Intended Audience

This guide contains detailed information about the 6212-A2 router. It is intended

for all users of the router.

Document Summary

Section

Description

Chapter 1, Introduction

Describes the features of the router.

Chapter 2, Hardware
Installation and PC Setup

Shows how to connect the router and set up your PC to
manage the router.

Chapter 3, Using the Web
Interface

Explains how to use the web interface to configure and
monitor the router.

Chapter 4, Troubleshooting

Contains tips on troubleshooting common problems.

Appendix A, Terminology

Explains some major internetworking concepts.

Index

Lists key terms, concepts, and sections in alphabetical
order.

A master glossary of terms and acronyms used in Paradyne documents is
available online at www.paradyne.com. Select Support — Technical Manuals —

Technical Glossary,.

6212-A2-GB22-00
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About This Guide

Product-Related Documents

Complete documentation for Paradyne products is available online at
www.paradyne.com. Select Support — Technical Manuals.

To order a paper copy of a Paradyne document, or to speak with a sales
representative, please call 1-727-530-2000.
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Introduction

Definitions

Before you install or use your new router, you may find it helpful to understand the
following terms:

A bridge is a device that forwards any message from one part of a network to
another.

A router is a device that forwards messages according to their network
addresses.

ADSL is Asymmetric Digital Subscriber Line, a version of DSL that allows a
higher speed for information coming from the Internet to your PC
(“downstream”) than it does for information going to the Internet from your PC
(“upstream”).

The Model 6212 is a Digital Subscriber Line (DSL) modem that may be set by you
to run in bridge or router mode. Because it is most frequently used as a router, that
is how it is referred to in this manual.

Features of the 6212 Router

6212-A2-GB22-00

Your router has the following features:

4-Port 10/100BaseT Layer 2 Ethernet switch
Support for ADSL2+

The ability to connect multiple PCs to the Internet with just one WAN IP
Address (when configured in router mode with NAT enabled)

A user-friendly web interface for configuration and monitoring

Single-session IPSec and PPTP passthrough for Virtual Private Network
(VPN)

Preconfigured port settings for many popular games
Ability to act as a DHCP Server on your network

Compatibility with virtually all standard Internet applications
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1. Introduction

Address filtering and DMZ hosting

Downloadable flash software upgrades

Support for up to eight Permanent Virtual Circuits (PVCs)
Support for up to eight PPPoE sessions

System Requirements

In order to use your modem for Internet access, you must have the following:

ADSL service subscription from your ISP.
One computer with an Ethernet 10/100BaseT network interface card (NIC).

For system monitoring or configuration using the supplied web interface, a
web browser such as Internet Explorer Version 5.5 or later.

Ports and Buttons (Back Panel)

1-2

POWER is where you connect the power supply.

RESET Button: The RESET button is used to reset the router to the factory
default settings. Do not use the RESET button unless advised to by your
service representative.

LAN 1-4 (Local Area Network) port(s): connect to Ethernet network devices,
such as a PC, hub, switch, or router. Some routers come with a single LAN
connection and some come with four LAN connections. Depending on the
device connected, you may need a crossover cable or a straight-through
cable.

PHONE port: This allows a phone to directly connect to the router. You do not
need to add splitter to the phone you connect here, since the router has an
internal splitter.

LINE port: This is the DSL interface which connects directly to your phone line.
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1. Introduction

LED Description (Front Panel)

Packing List

6212-A2-GB22-00

Power LED: On indicates that the power is supplied to the router.

Status LED: The Status LED serves two purposes. If the LED is continuously
lit, the DSL interface is successfully connected to a device through the LINE
port. If the LED is flickering, it is an indication that the router is training
(negotiating the connection to its partner modem).

Activity LED: The Activity LED shows the state of the PPPoA or PPPoE
connection. Off: no PPP connection is established or the connection is not
used. Blinking: a PPP connection is being attempted. Solid green: a PPP
connection is established. Flickering: there is activity over the link.

LAN 1-4 LED: The LAN LED serves two purposes. If the LED is continuously
lit, the Ethernet interface is successfully connected to a device through the
LAN port. If the LED is flickering, it is an indication of network activity.

LA -

PARADYNE®
POWER STATUS ACTIVITY T —T——1
I 0 — — >
AN 12 3 a4

04-17577

Your router is shipped with the following:
Power adapter

Ethernet cable (RJ45, straight-through wiring)
Phone cable (RJ11)

CD-ROM containing this manual
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Hardware Installation and
PC Setup

Overview

This chapter provides basic instructions for connecting the router to a computer or
a LAN and to the Internet using DSL. The first part provides instructions to set up
the hardware, and the second part describes how to prepare your PC for use with
the router. Refer to Chapter 3, Using the Web Interface for router configuration
instructions.

It is assumed that you have already subscribed to DSL service with your telephone
company or other Internet service provider (ISP).

Connecting the Hardware

Shut down your PC before connecting the router. To connect your router:

p Procedure

1. Connect the supplied modular phone cable to the LINE port, and connect the
other end of the cable to your phone jack.

2. If you would like to use a phone in the vicinity of the router, connect it to the
PHONE jack of the router using the cord that came with your telephone. The
router has an internal POTS filter, so you do not need to install one here.

3. Use the included Ethernet cable to connect your computer to the router. Attach
one end of the Ethernet cable to one of the LAN ports on the back of the router
and connect the other end to the Ethernet port or Network Interface Card
(NIC) in your PC.

Connect any other PCs, hubs, and switches to the remaining LAN ports. Either
a crossover or a straight-through Ethernet cable can be used: the router
determines and adjusts to the type of signal required.

4. Connect the cylindrical power plug into the POWER connector on the back of
the device. Next:

— If you have a wall-mount adapter, plug the AC adapter into a wall outlet or
a power strip.

— If you have a table-top adapter, use the AC power cord to connect the
adapter to a wall outlet or power strip.
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2. Hardware Installation and PC Setup

The supplied power adapter may look different than the one illustrated here.

z @7

Figure 2-1. Hardware Installation

5. Turn on your PC any other LAN devices, such as hubs or switches.
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2. Hardware Installation and PC Setup

Configuring Your PC’s IP Address

Before you start to access the router using the Ethernet connection, you must
configure your PC to use DHCP, or change your PC's TCP/IP address to be
192.168.1.x, where x is any number between 2 and 254, with a subnet mask of
255.255.255.0.

Your router's default IP address is 192.168.1.1.

Assigning an IP Address to your PC Automatically by DHCP

Windows XP

6212-A2-GB22-00

To use the router's DHCP feature, click in the radio button labeled “Obtain an IP
address automatically” instead of “Use the following IP address” in the following
procedures.

By default, the LAN port IP address of the router is 192.168.1.1. (You can change
this address, or another address can be assigned by your ISP.)

To configure the IP address under Windows XP:

p Procedure

1. In the Windows task bar, click on the Start button, and then click on Control
Panel.

2. Double-click on the Network Connections icon.

3. In the LAN or High-Speed Internet window, right-click on the icon
corresponding to your network interface card (NIC) and select Properties.
(Often this icon is labeled Local Area Connection). The Local Area Connection
dialog box is displayed with a list of currently installed network items.
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2. Hardware Installation and PC Setup

4. Ensure that the check box to the left of the item labeled Internet Protocol
(TCP/IP) is checked, and click on Properties.

'!\ Metwork Connections =10] x|

File Edit ‘iew Favorites Tools Advapced  Help | ",'
lJ Bath - I\_”] - .ﬁ‘ 7 ) search {7 Folders || ffebd | - x n ‘ -
Address It}, Metwark Cannections | g

LAN or High-Speed Internet

3 Local Area Connection
Metwork cable unplugged
i, 8 Inkel(R) PROS100 WM Metwork ..

ocal Area Connection 2

emote MOIS D...

Wizard

:“,1 Mew Connection Wizard Metwork Setup Wizard

i

-

Figure 2-2. Network Connections in Windows XP

-4 Local Area Connection 2 Properties 2x|

Authentication I Advahced I

Cannect uzsing:

#8 Broadcom USE Remote HOIS Device

LConfigure... |

Thiz connection uges the following items:

g Cliet for Microsaft Metwaork s
@ File and Printer Sharing for Microsoft Metwork.s

ﬂ_@n C Donloh Coliodlo:
¥

Inkernet Protocal [TCR/AP
Install... | Wrarztall | Froperties I

Dezcription

Tranzmigzion Control Protocol/ nternet Frotocaol. The default
wide area network, protocal that provides communication
across diverse interconnected networks,

[ Shiow ican in notification area when connected

ok Cancel

Figure 2-3. Local Area Connection Properties in Windows XP
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2. Hardware Installation and PC Setup

5. In the Internet Protocol (TCP/IP) Properties dialog box, click in the radio button
labeled “Use the following IP address” and type 192.168.1.x (where x is any
number between 2 and 254) in the IP Address field. Type 255.255.255.0 in the
Subnet Mask field.

Internet Protocol (TCP/IP) Properties : ﬂﬂ

General |

You can get [P settings assigned autormatically if your netwaork. supparts
thiz capability. Othenwise, you need to ask your netwark. administrator for
the appropriate [P gettings.

' Obtain an IP addiess automatically

—(% Use the following IP address:
IP address: | 1920168 . 1 . 20

Subnet magk: I 285 . 28R 285 . 0

Diefault gateway: I

) Mhtain DME server address autamatizally

—% Use the following DMS server addresses:

Preferred DMS server: |

Alternate DWNS server: I

Advaniced... |
ak. I Cancel |

Figure 2-4.  TCP/IP Properties in Windows XP

6. Click on OK twice to confirm your changes, and close the Control Panel.

Windows 2000

To configure the IP address under Windows 2000:

P> Procedure

1. In the Windows task bar, click on the Start button, point to Settings, and then
select Control Panel.

2. Double-click on the Network and Dial-up Connections icon.

3. In the Network and Dial-up Connections window, right-click on the Local Area
Connection icon, and then select Properties.

The Local Area Connection Properties dialog box is displayed with a list of
currently installed network components. If the list includes Internet Protocol
(TCP/IP), the protocol has already been enabled, in which case you can skip
to Step 10.
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2. Hardware Installation and PC Setup

Windows ME

2-6

10.

11.

12.

If Internet Protocol (TCP/IP) does not appear as an installed component, click
on Install.

In the Select Network Component Type dialog box, select Protocol, and then
click on Add.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click
on OK.

You may be prompted to install files from your Windows 2000 installation CD
or other media. Follow the instructions to install the files.

If prompted, click on OK to restart your computer with the new settings.

After restarting your PC, double-click on the Network and Dial-up Connections
icon in the Control Panel.

In Network and Dial-up Connections window, right-click on the Local Area
Connection icon, and then select Properties.

In the Local Area Connection Properties dialog box, select Internet Protocol
(TCP/IP), and then click on Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click in the radio button
labeled “Use the following IP address” and type 192.168.1.x (where x is any
number between 2 and 254) in the IP Address field. Type 255.255.255.0 in the
Subnet Mask field.

Click on OK twice to confirm and save your changes, and then close the
Control Panel.

To configure the IP address under Windows ME:

P> Procedure

1.

In the Windows task bar, click on the Start button, point to Settings, and then
click on Control Panel.

Double-click on the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click on the Network
icon, and then select Properties.

The Network Properties dialog box is displayed with a list of currently installed
network components. If the list includes Internet Protocol (TCP/IP), the
protocol has already been enabled, in which case you can skip to Step 11.

If Internet Protocol (TCP/IP) does not appear as an installed component, click
on Add.

In the Select Network Component Type dialog box, select Protocol, and then
click on Add.

Select Microsoft in the Manufacturers box.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click
on OK.
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2. Hardware Installation and PC Setup

Windows 95, 98

6212-A2-GB22-00

10.

11.

12.

13.

You may be prompted to install files from your Windows ME installation CD or
other media. Follow the instructions to install the files.

If prompted, click on OK to restart your computer with the new settings.

After restarting your PC, double-click on the Network and Dial-up Connections
icon in the Control Panel.

In Network and Dial-up Connections window, right-click on the Network icon,
and then select Properties.

In the Network Properties dialog box, select TCP/IP, and then click on
Properties.

In the TCP/IP Settings dialog box, click in the radio button labeled “Use the
following IP address” and type 192.168.1.x (where x is any number between 2
and 254) in the IP Address field. Type 255.255.255.0 in the Subnet Mask field.

Click on OK twice to confirm and save your changes, and then close the
Control Panel.

To configure the IP address under Windows 95 or Windows 98:

P Procedure

1.

In the Windows task bar, click on the Start button, point to Settings, and then
click on Control Panel.

. Double-click on the Network icon.

The Network dialog box is displayed with a list of currently installed network
components. If the list includes TCP/IP, the protocol has already been
enabled, in which case you can skip to Step 9.

If TCP/IP does not appear as an installed component, click on Add. The Select
Network Component Type dialog box appears.

Select Protocol, and then click on Add. The Select Network Protocol dialog
box appears.

Click on Microsoft in the Manufacturers list box, and then click on TCP/IP in
the Network Protocols list box.

Click on OK to return to the Network dialog box, and then click on OK again.

You may be prompted to install files from your Windows 95/98 installation CD.
Follow the instructions to install the files.

Click on OK to restart the PC and complete the TCP/IP installation.

After restarting your PC, open the Control Panel window, and then click on the
Network icon.

Select the network component labeled TCP/IP, and then click on Properties.

If you have multiple TCP/IP listings, select the listing associated with your
network card or adapter.
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Windows NT 4.0

2-8

10.
11.

12.

In the TCP/IP Properties dialog box, click on the IP Address tab.

Click in the radio button labeled “Use the following IP address” and type
192.168.1.x (where x is any number between 2 and 254) in the IP Address
field. Type 255.255.255.0 in the Subnet Mask field.

Click on OK twice to confirm and save your changes. You will be prompted to
restart Windows. Click on Yes and restart your PC again.

To configure the IP address under Windows NT 4.0:

P Procedure

1.

11.

In the Windows NT task bar, click on the Start button, point to Settings, and
then click on Control Panel.

In the Control Panel window, double click on the Network icon.
In the Network dialog box, click on the Protocols tab.

The Protocols tab displays a list of currently installed network protocols. If the
list includes TCP/IP, the protocol has already been enabled, in which case you
can skip to Step 9.

If TCP/IP does not appear as an installed component, click on Add.

In the Select Network Protocol dialog box, select TCP/IP, and then click on
OK.

You may be prompted to install files from your Windows NT installation CD or
other media. Follow the instructions to install the files.

After all files are installed, a window displays to inform you that a TCP/IP
service called DHCP can be set up to dynamically assign IP information.

Click on Yes to continue, and then click on OK if prompted to restart your
computer.

After restarting your PC, open the Control Panel window, and then double-click
on the Network icon.

In the Network dialog box, click on the Protocols tab.

In the Protocols tab, select TCP/IP, and then click on Properties.

. In the Microsoft TCP/IP Properties dialog box, click in the radio button labeled

Use the following IP address and type 192.168.1.x (where x is any number
between 2 and 254) in the IP Address field. Type 255.255.255.0 in the Subnet
Mask field.

Click on OK twice to confirm and save your changes, and then close the
Control Panel.
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Logging Into Your Router

6212-A2-GB22-00

To configure your router, open your web browser. Ignore any error about lacking a
connection. Type the default IP address (192.168.1.1) into the Location field of
your browser and press the Enter key. The following screen appears.

Please Log In to continue.

Log In

Username:IAdmin

Password:|*

Figure 3-1. Login Screen

The default user name is Admin and the password is Admin. Both are
case-sensitive.

Note: Before configuring your router, make sure you have followed the instructions
in Chapter 2, Hardware Installation and PC Setup. You should have your PCs
configured for DHCP mode (if your router will be), and have proxies disabled on
your browser. If you see a login redirection screen when you access the web
interface, verify that JavaScript support is enabled in your browser. Also, if you do
not get the screen shown in Figure 3-1, you may need to delete your temporary
Internet files.
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Home Page

Setup

The first screen (Figure 3-2) that appears after the log in screen is the Home page.
From this screen you can configure the LAN and WAN connections, configure the
router's security, routing, and filtering, access debugging tools, obtain the status of
the router, and view the online help.

PARADYNE HOME

Setup Advanced Tools Status Help

The Setup section The Advanced section The Tools saction lats The Status zection The Help sedtion

allows you to create new | lets you configure wou carry out systemn dizplays status, log and | provides information on
connections, edit advanced features like |commands and perform | statistical inforrmation configuration and
existing connedckions, RIF, Firewall, NAT, simple systern tests, for all cannections and | settings for 2ach

and configure other UPRP, 15MP, Bridge interfaces, sectian,

basic settings, Filters, and LaM clients,

Status Information
1

Systern Uptirne: 03 hours 13 minutes
DEL Status: Connected
DSL Speed: 1107/22082kbps

Etharnet: Disconnected
Software Version: 2.1.00

[Log Out | Refresh |

Figure 3-2. Home Page

The basic layout of the Home page consists of a page selection list across the top
of the browser window. The footer displays router status, connection information,
and other useful information. The center display is where most of the configuration
will take place.

Click on Log Out to close the session. Click on Refresh to update the status
display.

To set up LAN and WAN options, select Setup from the Home page. Figure 3-3
shows the Setup page. The menu is broken into two subsections: the WAN
configuration and the LAN configuration.
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| PARADYNE SETUP \

The Setup section allows you to create new connections, edit existing connections, and configure other
basic settings.

Q LAM Setup

N Select to assign physical interfaces to LAW and
LAN Configuration " "o\ TaN 1P sddress, LAN DHCP Sarver.

Ethermnet Switch Select ta configure ethernet switch settings.

Q| Firewall /NAT

5 Select to enable Firewall and NAT services,
Servicas

VAN Setup

Mew Connection Select to configure a new conneckion,

Modenm Select to setup your moderm.

Figure 3-3.  Setup Options

Wide Area Network Connection

The DSL (LINE) connection is the Wide Area Network (WAN) connection. It is also
referred to as a broadband connection. The requirements for the WAN connection
depend on your Internet Service Provider (ISP). Most of the configuration you will
perform will be in this area.

Local Area Network Connection

Saving Changes

6212-A2-GB22-00

On the other side of your router are your own Local Area Network (LAN)
connections. This is where you plug in your local computers to the router. The
router is normally configured to automatically provide all the PCs on your network
with Internet addresses.

If you connected a PC (rather than a hub or a switch) directly to the router, your
LAN consists of that PC.

Note that the Apply button temporarily saves changes you make. To make
changes permanent, click on Tools (at the top of the page) and select System
Commands. At the System Commands page, click on Save All.
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Configuring the WAN

Before the router will pass any data between the LAN interface and the WAN
interface, the WAN side of the router must be configured. Depending upon your
ISP, you will need some or all of the information listed below before you can
properly configure the WAN:

Your DSL line’s Virtual Path Identifier (VPI) and Virtual Channel Identifier (VCI)
Your DSL encapsulation type and multiplexing mode

Your DSL training mode (default is MMODE)

If you use PPPoA or PPPoE, you also need these values from your ISP:

Your username and password

If you use multiprotocol encapsulation over ATM Adaptation Layer 5 (as described
in RFC 1483), you may need these values from your ISP:

Your DSL fixed Internet IP address
Your subnet mask
Your default gateway IP address

Your primary DNS IP address

Since multiple users can use the router, the router can simultaneously support
multiple connection types. You must set up different profiles for each connection.
The router supports the following protocols:

DHCP

PPPoA (RFC 2364)
PPPoE (RFC 2516)
Static

Bridged
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New Connection

A new connection is basically a virtual connection. Your router can support up to 8
different virtual connections. If you have multiple different virtual connections, you
may need to utilize the static and dynamic routing capabilities of the router to pass
data correctly.

PPPoE Connection Setup

PPPoE is defined in the Internet standard RFC 2516. It is a method of
encapsulating PPP packets over Ethernet. PPP (Point-to-Point Protocol) is a
method of establishing a network session between network hosts. It usually
provides a mechanism of authenticating users.

To configure the CPE for PPPOE:

P> Procedure

1.

Click on Setup and then click on New Connection. The default PPPoE
connection setup is displayed.

At the Type field, select PPPoE from the drop-down list. The PPPoE
Connection Setup page is displayed.

Give your PPPoE connection a unique name. The name must not have spaces
and cannot begin with numbers.

Select a PVC Sharing type of Disable, Enable, or VLAN.

Select or enter a VPI and VCI (as supplied by your DSL service provider or
your ISP), or click in Auto PVC. (Auto PVC causes the router to perform
automatic VPI/VCI detection as defined in DSL forum TR-068.) For VLAN,
specify a VLAN ID and priority.

Select NAT and Firewall if you want them active for this connection. Firewall
and NAT services must be enabled. See Firewall/NAT Services on page 3-17.

. Select the quality of service (QOS). Leave the default value if your ISP did not

provide this information. Depending on the QoS you select, you may also
enter:

— PCR (Peak Cell Rate)

— SCR (Sustainable Cell Rate)

— MBS (Maximum Burst Size)

— CDVT (Cell Delay Variation Tolerance)

Following is a description of the different options:

6212-A2-GB22-00

Username - The username for the PPPoE access. This is provided by your
DSL service provider or your ISP.

Password - The password for the PPPoE access. This is provided by your DSL
service provider or your ISP.
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Idle Timeout - Specifies that PPPoE connection should disconnect if the link
has no activity detected for the specified number of seconds. This field is used
in conjunction with the On Demand feature. To disable the timeout feature,
enter a zero in this field.

Authentication — Specifies the authentication protocol: Auto (the protocol is
selected by the PPPoE server), PAP (Password Authentication Protocol), or
CHAP (Challenge Handshake Authentication Protocol).

Keep Alive - When the On Demand option is not enabled, this value specifies
the length of time to keep the connection from being shut down for inactivity by
sending PPP LCP echoes to the PPP server. To ensure that the link is always
active, enter a zero in this field.

MTU - The Maximum Transmission Unit the DSL connection can send. Itis a
negotiated value. The maximum specified value is 1500, although some
DSL/ISP providers require a larger value. The minimum MTU value is 128.

On Demand - Enables on-demand mode. The connection will disconnect if no
activity is detected after the specified idle timeout value.

Default Gateway — Specifies whether a default gateway is used.

Enforce MTU - Check this box if you experience problems accessing the
Internet over a PPPoE connection. This feature will force all TCP traffic to
conform with PPP MTU by changing TCP Maximum Segment Size to the PPP
MTU.

Debug - Enables PPPoE connection debugging facilities. Debugging is talked
about later.

PPP Unnumbered — Specifies that the calling and answering routers will not
request IP addresses.

PARADYNE

PPPoE Connection Setup

Name:l Type:lPF’PoE - Sharing: | Dizable vl

Options: W NAT @ Firewall LA 10: i Priority Bits: [0 -
Q)

PPP Settings PYC Settings

al Pas.swurd: VBT lﬂ_
Idle Timeout: |60 SECS WCI IU_
Keep Alive: |m_ min Qos: lm
Authentication: (&) Auta (O CHAP (O PAP BCR: IU— TE
MTL: 1452 hytes l—
OnDemand: (]  Default Gateway: @ SeR: 0 e
Enforce MTU: [ Debug: [ MBS |0 cells
PPP Unnumbered: [J COVT: |0 usecs
Auto PYC: [

Figure 3-4. PPPoE Connection Setup
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To complete the connection you must now click the Apply button. The Apply button
will temporarily save this connection. To make the change permanent, click on
Tools (at the top of the page) and select System Commands. At the System
Commands page, click on Save All.

PPPoA Connection Setup

PPPOA is defined in the Internet standard RFC 2364. It is a method of
encapsulating PPP packets over ATM cells which are carried over the DSL line.
PPP (Point-to-Point Protocol) is a method of establishing a network session
between network hosts. It usually provides a mechanism of authenticating users.
LLC and VC are two different methods of encapsulating the PPP packet. Contact
your ISP to make sure which encapsulation is being supported.

By selecting PPPoA, you are forcing your router to act as the termination point for
the PPPoA connection. This frees up your PC resources and allows multiple users
to utilize the PPPoA connection.

To configure the router for PPPoA:

p Procedure

1. Click on Setup and then click on New Connection. The default PPPoE
connection setup is displayed.

2. Atthe Type field select PPPoA from the drop-down list. The PPPoA connection
setup page is displayed.

3. Give your PPPoA connection a unique name. The name must not have spaces
and cannot begin with numbers.

4. Select or enter a VPI and VCI (as supplied by your DSL service provider or
your ISP), or click in Auto PVC. (Auto PVC causes the router to perform
automatic VPI/VCI detection as defined in DSL forum TR-068.)

5. Select NAT and Firewall if you want them active for this connection. Firewall
and NAT services must be enabled. See Firewall/NAT Services on page 3-17.

6. Select the encapsulation type (LLC or VC); if you are not sure just use the
default mode.

7. Select the quality of service (QOS). Leave the default value if your ISP did not
provide this information. Depending on the QoS you select, you may also
enter:

— PCR (Peak Cell Rate)

— SCR (Sustainable Cell Rate)

— MBS (Maximum Burst Size)

— CDVT (Cell Delay Variation Tolerance)

Following is a description of the different options:

m  Username — The username for the PPPoA access. This is provided by your
DSL service provider or your ISP.
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Password — The password for the PPPoA access. This is provided by your
DSL service provider or your ISP.

Idle Timeout — Specifies that PPPoA connection should disconnect if the link
has no activity detected for the specified number of seconds. This field is used
in conjunction with the On Demand feature. To disable the timeout feature,
enter a zero in this field.

Authentication — Specifies the authentication protocol: Auto (the protocol is
selected by the PPPoA server), PAP (Password Authentication Protocol), or
CHAP (Challenge Handshake Authentication Protocol).

Keep Alive — When the On Demand option is not enabled, this value specifies
the length of time to keep the connection from being shut down for inactivity by
sending PPP LCP echoes to the PPP server. To ensure that the link is always
active, enter a zero in this field.

MTU — The Maximum Transmission Unit the DSL connection can send. It is a
negotiated value. The maximum specified value is 1500, although some
DSL/ISP providers require a larger value. The minimum MTU value is 128.

On Demand — Enables on-demand mode. The connection will disconnect if no
activity is detected after the specified idle timeout value.

Default Gateway — Specifies whether a default gateway is used.
Debug — Enables PPPoA connection debugging facilities.

PPP Unnumbered — Specifies that the calling and answering routers will not
request IP addresses.

PARADYNE SETUP
PPPoA Connection Setup
Mame: | Type: |PPPoA vl Sharing: |Disable vl
o Options: IZfNAT IEwarewaII WLAN ID: |D Priority Bits: |D vl
PPP Settings PYC Settings
Encapsulation: @ LLCO WC =V el |New -1
) Username: Iusemame VPI:ID—
Password: | VCI:ID—
Idle Timeout: |BD SeCs
. . Qos: |UBH -l
Keep alive: |1D min I I—D e
Authentication: (® Auto O CHAP (O PAP SCRI IU_
mTu: [i500 bytes : tRe
OnDemand: [J  Default Gateway: E' MBS:ID eells
Debug: O CD\fI':lU USECs
PPP Unnumbered: [ Auto PVC: [

Figure 3-5.

PPPoA Connection Setup

To complete the connection you must now click the Apply button. The Apply button
will temporarily save this connection. To make the change permanent, click on
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Tools (at the top of the page) and select System Commands. At the System
Commands page, click on Save All.

Static Connection Setup

A static connection is used whenever a known static IP is assigned. The
accompanying information such as the subnet mask and the default gateway
should also be specified. Up to three Domain Name Server (DNS) addresses can
also be specified. These servers give you access to other web servers. The valid
IP addresses range is 1.0.0.0 to 223.255.255.254.

To configure the router for a Static connection:

P Procedure

1.

10.

11.
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Click on Setup and then click on New Connection. The default Static
connection setup is displayed.

At the Type field select Static from the drop-down list. The Static Connection
Setup page is displayed.

Give your Static connection a unique name. The name must not have spaces
and cannot begin with numbers.

. Optionally enable Network Address Translation (NAT) and the Firewall options.

Firewall and NAT services must be enabled. See Firewall/NAT Services on
page 3-17.

Select a PVC Sharing type of Disable, Enable, or VLAN.

Select or enter a VPI and VCI (as supplied by your DSL service provider or
your ISP), or click in Auto PVC. (Auto PVC causes the router to perform
automatic VPI/VCI detection as defined in DSL forum TR-068.) For VLAN,
specify a VLAN ID and priority.

. Select NAT and Firewall if you want them active for this connection. Firewall

and NAT services must be enabled. See Firewall/NAT Services on page 3-17.

Select the encapsulation type (LLC or VC). If you are not sure which to use,
just use the default mode.

Based upon the information your ISP provided, enter your assigned IP
Address, Subnet Mask, Default Gateway (if provided), and Domain Name
Services (DNS) address (if provided). Specify the VPI and VCI settings. Your
DSL service provider or your ISP will supply these.

Select the quality of service (QOS). Leave the default value if your ISP did not
provide this information.

Set the mode to Bridged or Routed as instructed by your ISP.
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PARADYNE SETUP
Static Connection Setup
Mame: Type: |Stalic vl Sharing: |Disable vl
Options: [ NAT ® Firewall VLAN ID: [0 Priority Bits: [0 =]
Q|
Static Settings PYC Settings
Encapsulation: & LLC O WG
1P address: [0.00.0
[&) PRI O
Mask:l
Default Gateway:|135.28.11.254 e ID
DNS 1:[135.28.1.150 Qos: [usa ]
ONS 2:|— PCE: |D cps
onsa: scr:[a tps
Mode: (& Bridged O Routed MBS:IU cells
COWT: |D usecs
Auto PVC: O

Figure 3-6.  Static IP Connection Setup

To complete the connection you must now click the Apply button. The Apply button
will temporarily save this connection. To make the change permanent, click on
Tools (at the top of the page) and select System Commands. At the System
Commands page, click on Save All.

DHCP Connection Setup

Dynamic Host Configuration Protocol (DHCP) allows the router to automatically
obtain the IP address from the server. This option is commonly used in situations
where IP is dynamically assigned and is not known prior to assignment.

To configure the router for a DHCP connection:

p Procedure

1. Click on Setup and then click on New Connection. The default PPPoE
connection setup is displayed.

2. At the Type field select DHCP from the drop-down list. The DHCP connection
setup page is displayed.

3. Give your DHCP connection a unique name. The name must not have spaces
and cannot begin with numbers.

4. Select a PVC Sharing type of Disable, Enable, or VLAN.

5. Select or enter a VPI and VCI (as supplied by your DSL service provider or
your ISP), or click in Auto PVC. (Auto PVC causes the router to perform
automatic VPI/VCI detection as defined in DSL forum TR-068.) For VLAN,
specify a VLAN ID and priority.

6. Select NAT and Firewall if you want them active for this connection. Firewall
and NAT services must be enabled. See Firewall/NAT Services on page 3-17.
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7. Select the encapsulation type (LLC or VC). If you are not sure which to use,
just use the default mode.

8. Select the quality of service (QOS). Leave the default value if your ISP did not
provide this information. Depending on the QoS you select, you may also
enter:

— PCR (Peak Cell Rate)

— SCR (Sustainable Cell Rate)

— MBS (Maximum Burst Size)

— CDVT (Cell Delay Variation Tolerance)

If your DSL line is connected and your DSL provider is supporting DHCP, you can
click on the Renew button and the CPE will retrieve an IP Address, Subnet Mask,
and Default Gateway address. At any time you can renew the DHCP address by
clicking on the Renew button.

PARADYNE SETUP
DHCP Connection Setup
Mame: || Type: |DHCP ‘I Sharing: |Disabla -
Options: [ NAT @ Firewall WLAN [D: [0 Priarity Bits: [0 =]
©]
DHCP Settings PYC Settings
Encapsulation: LLC () Wi .
Oueo e 3
1P address:
[&] WPRL |0
Mask:
WCT |0
Gateway:
Default Gateway: [ Qi (I j’
PCR: |0 cps
4 4 SCR: |0 cps
MBS |0 cells
COWT: 0 usecs
Auto PYC: O

Figure 3-7. DHCP Connection Setup

To complete the connection you must now click the Apply button. The Apply button
will temporarily save this connection. To make the change permanent, click on
Tools (at the top of the page) and select System Commands. At the System
Commands page, click on Save All.

Bridged Connection
A pure bridged connection does not assign an IP address to the WAN interface.

This connection method makes the router act as a hub that passes packets across
the WAN interface to the LAN interface.
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To configure the router as a bridge:

P> Procedure

1.

From the Home page, click on Setup and then click on New Connection. The
default PPPoE connection setup is displayed.

2. At the Type field select Bridge from the drop-down list. The Bridge connection
setup page is displayed (see Figure 3-8).

3. Give your Bridge connection a unique name; the name must not have spaces
and cannot begin with numbers.

4. Select a PVC Sharing type of Disable, Enable, or VLAN.

5. Select or enter a VPI and VCI. (Your DSL service provider or your ISP will
supply these.) For VLAN, specify a VLAN ID and priority.

6. Select the encapsulation type (LLC or VC); if you are not sure which to use,
just use the default mode.

7. Select the quality of service (QoS). Leave the default value if you are unsure
or the ISP did not provide this information. Depending on the QoS you select,
you may also enter:

— PCR (Peak Cell Rate)
— SCR (Sustainable Cell Rate)
— MBS (Maximum Burst Size)
— CDVT (Cell Delay Variation Tolerance)
PARADYNE SETUP
Bridged Connection Setup
MName: I— Type: m Sharing: m
3 Options: WLAN 1D ID— Priarity Bits: IE
Bridge Settings P¥C Settings
Encapsulation: @ LLC O vC Py lm
al weefo |
venfo
QoS lm
PCR: ID— cps
SCR: ID— cps
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Figure 3-8. Bridged Connection Setup

To complete the connection you must now click the Apply button. The Apply button
will temporarily save this connection. To make the change permanent, click on
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Tools (at the top of the page) and select System Commands. At the System
Commands page, click on Save All.

Modify an Existing Connection

To modify an existing connection:

p Procedure

1. From the Home screen, click on Setup.

2. Click on the connection you want to modify. The connections are listed by
name.

If you delete a connection, to make the change permanent, click on Tools (at the
top of the page) and select System Commands. At the System Commands page,

click on Save All.

Modem Setup

To configure the DSL modulation type:

p Procedure

1. From the Home screen, click on Setup.

2. Under WAN Setup, select Modem. This will bring up the Modem Setup screen.
Leave the default value if your ISP did not provide this information. For most
cases, this screen should not be modified.

PARADYNE SETUP

Modem Setup

Select the rodulation type,

® MMODE
Q| O T1413
O GDMT
O GLITE

Modem L

Figure 3-9. Modem Setup
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The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

Configuring the LAN

To configure LAN parameters, click on Setup on the Home screen. Under LAN
Setup, click on LAN Configuration. The LAN Configuration screen appears.

Enable/Disable DHCP

By default, your CPE has DHCP server (LAN side) disabled. If you already have a
DHCP server running on your network, do not enable a second DHCP server.

To enable DHCP:

p Procedure

1. From the Home screen, click on Setup.

2. Under LAN Setup, select LAN Configuration. The LAN Group 1 Configuration
screen appears.

PARADYNE SETUP
LAN Group 1 Configuration
IP Settings Services Status

(O 0btain an IP address automatically 1P Filters @
ol P address: | Bridge Filters a
UPnP e
Metmask: I LAMN Clients a

OPPF IP Address Static Routing

5] IP Address: |182.188.1.1

(®Use the following Static IP address
1P Address: [19276811
Metrnask: IW
Default Gateway: IW
Host Mame: W

Damain: far?
(O Enable DHCP Server
Start IP: 8216812
End IP: [192.168 1.254
Lease Time:|3600  Seconds
(0 Enable DHCP Relay

Relay IP:[20.00.3

(® Server and Relay Off

Figure 3-10. LAN Group 1 Configuration
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3. The DHCP server is enabled when “Enable DHCP Server” is selected. If you
enable it:

— Specify a Start IP address. The Start IP Address is where the DHCP
server starts issuing |IP addresses. This value must be greater than the
router's IP address value. For example, if the router's IP address is
192.168.1.1 (the default) than the Start IP address must be 192.168.1. 2
or higher.

— Specify an End IP address. The End IP Address is the last address the
DHCP server can issue. The ending address cannot exceed a subnet limit
of 254. The maximum IP address for a router using the default address is
192.168.1.254. If the DHCP server runs out of DHCP addresses, users
will not get access to network resources.

— Specify a Lease Time. The Lease Time is the amount of time a network
user will be allowed connection to the Router with their current dynamic IP
address. The amount of time is in units of seconds; the default value is
3600 seconds (1 hour).

Note: If you change the start or end values, make sure the values are still within
the same subnet as the router's IP address. For example, if the router's IP address
is 192.168.1.1 (the default), and you change the DHCP Start and End IP
addresses to be 192.128.1.2 and 192.128.1.100, you will not be able to
communicate with the router if your PC has DHCP enabled.

In addition to the DHCP server feature, the router supports the DHCP relay
function. When the router is configured as DHCP server, it assigns the IP
addresses to the LAN clients. When the router is configured as DHCP relay, it is
responsible for forwarding the requests and responses negotiating between the
DHCP clients and the server.

If the DHCP server and relay are turned off, you must configure the IP address,
subnet mask and DNS settings of every computer on your network. Do not assign
the same IP address to more than one computer. Your router must be on the same
subnet as the computers.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

Changing the Router's IP address
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Your router's default IP address and subnet mask are 192.168.1.1 and
255.255.255.0, respectively. This subnet mask allows the router to support 254
users. Since the DHCP server issues a maximum of 255 addresses, there is not
much advantage to changing the subnet mask to increase the number of
addresses. Further, remember that if you change your router’s IP address and you
have DHCP enabled, the DHCP configuration must reside within the same subnet.

The default gateway is the routing device used to forward all traffic that is not
addressed to a station within the local subnet. Your ISP will provide you with the
default gateway address.

The Hostname can be any alphanumeric word beginning with a letter and
containing no spaces. The domain name is used to in conjunction with the host
name to uniquely identify the router.
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To change the router's IP address:

p Procedure

1. From the Home screen, click on Setup.

2. Under LAN Setup, select LAN Configuration. The LAN Group 1 Configuration
screen appears, as shown in Figure 3-10, LAN Group 1 Configuration.

3. Click on “Use the following Static IP Address”.
4. Enter a new IP Address and Netmask.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

Ethernet Switch

To set the speed and duplex mode of the LAN ports:

p Procedure

1. From the Home screen, click on Ethernet Switch. The Ethernet Switch screen
appears.

2. For Physical Port1 through Physical Port4 (LAN1 through LAN4), select a
mode and speed from the Set Value drop-down list. Select Auto to negotiate
the Ethernet duplex mode and speed with attached equipment that supports
auto-negotiation.

The current configured or negotiated settings are displayed under Fallback Value.

The Apply button will temporarily save the Ethernet Switch settings. To make the
change permanent, click on Tools (at the top of the page) and select System
Commands. At the System Commands page, click on Save All.

Ethermet Switch Configuration

Ethernet Switch Set Yalue Fallback Yalue

Physical PDr‘tl:lAuto vl Disabled
o]

Physical PDr‘tE:lAuto 'I Disabled

Physical PDr‘tS:IAuto vl Disabled
Q|

Physical PDr‘t4:|Auto vl Disabled

Figure 3-11. Ethernet Switch
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Firewall/NAT Services

To enable or disable Firewall and NAT:

p Procedure

1. From the Home screen, click Setup.

2. Under LAN Setup, select Firewall/NAT Services. By unselecting the Enable
Firewall and NAT Services button the firewall and NAT services is disabled for
all WAN connections. Enabling Firewall NAT does not automatically apply it to

connections.

The Apply button will temporarily save this setting. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

Firewall /NAT Services

E' Enable Firewall and MAT Service

Firewall fNAT o
Services

Figure 3-12. Firewall/NAT Services
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Advanced
The CPE supports a host of advanced features. For basic router functionality, you
do not need to utilize these advanced features. The features help with routing,
security, port configuration, and plug and play capability.

UPnP

UPnP NAT and Firewall Traversal allow traffic to pass through the router for
applications using the UPnP protocol. This feature requires one active DSL
connection. In the presence of multiple DSL connections, select the one over
which the incoming traffic will be present, such as the default Internet connection.

To enable UPnP you must first have a WAN connection configured. Once a WAN
connection is configured:

P> Procedure

1. From the Home screen, click on Advanced and under Advanced, select UPnP.
The UPnP screen appears.

2. Enable UPnP and then select which connection will utilize UPnP.

3. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.

Teo enable UPRP, check the Enable UPRP box and select a connection below,

[ Enable UPNP

Wal Connection: | Sample_Connection 'I
LaN Connection: | LA&N group 1 -1

Figure 3-13. UPnP
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SNTP

The SNTP screen lets you specify parameters related to SNTP (Simple Network
Time Protocol) servers. To use SNTP:

P Procedure

1. From the Home screen, click on Advanced and under Advanced, select SNTP.
The SNTP screen appears.

2. Enable SNTP and then specify one or more SNTP servers.

3. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.

To enable SMTP, check the Enable SHTP box and enter a time server,

[] Enable SNTP

Primary SHTP Server: W
Secondary SNTP Server: W

Tertiary SHTP Server: W
2| Tirmeout: |5— Secs
Polling Interval: ISD— Mins

Fetry Count: |2—

Time Zone: | [GMT-12:00) Intemational Date Line West =~
Day Light: [

Figure 3-14. SNTP

Port Forwarding

Using the Port Forwarding page you can provide local services (such as web
hosting) for people on the Internet. When users send this type of request to your
network via the Internet, the router will forward those requests to the appropriate
PC. Port forwarding can be used with DHCP-assigned addresses, but remember
that a DHCP address is dynamic. If you were configuring a Netmeeting server, for
example, you would want to assign this server a static IP address so that the IP
address is not reassigned. Also remember that if an Internet user is trying to
access an Internet application, they must use the WAN IP address. The port
forwarding feature will translate the WAN IP address into a LAN IP address.

You can use the LAN Clients screen to reserve an IP address for a DHCP client.
See LAN Clients on page 3-22.
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To configure a service, game, or other application:

P> Procedure

1.
2.

From the Home screen, click on Advanced.
Under Advanced, select Port Forwarding.

Select the computer hosting the service and add the corresponding firewall
rule.

If you want to add a custom application, select the User category, click on
New, and fill in the port, protocols and description for your application.

For example, if you want to host a Netmeeting session, from the Home screen,
click on Advanced and under Advanced, select Port Forwarding. First select
the IP address for your Netmeeting server. Next select the Audio/Video
category and add Netmeeting to the Applied Rules box. To view the
management rules, highlight Netmeeting and select view. This will display the
preconfigured protocols and ports that Netmeeting will use. Now you can run
Netmeeting from your server and call users that are on the Internet. If they
know your WAN IP address, users can call you.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.

Port Forvarding

WaN Connection:| Sample_Cornection - ID Allow Incoming Ping
Port Forwarding
Select LAN Group: | LAN gioup 1 vl
Lak IP: | 1921681123 -I DMZ  Custom Port Forwarding
Category Available Rules Applied Rules
NetZPhone - -
= e Quick Time 4 5
O =1 ic Ime: Erver
® sudiofvideo g
O &pps
(O Servers
O User
- -

Figure 3-15. Port Forwarding: Netmeeting
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IP Filters

6212-A2-GB22-00

Use the IP Filters screen to block all or selected traffic. To set up IP Filters:

P> Procedure
1.

From the Home screen, click on Advanced and under Advanced, select IP
Filters. The IP Filters screen appears.

Select the LAN Group from the drop-down list that these changes will apply to.

Select a LAN IP address from the LAN IP drop-down list. Click on New IP to
add a new IP address to the list.

Select available rules from the list, or click on Custom IP Filters to create a

Click on Apply. The Apply button will temporarily save these settings. To make
the change permanent, click on Tools and select System Commands. On the
System Commands page, click on Save All.

Figure 3-16. IP Filters

Select LAM Group: ILAN group 1 vl
LaM IP: |192.188.1.123 vl Q
Block all Traffic: [ [ Block Outgoing Ping Custom IP Filters
Category Available Rules Applied Rules
Alien ws Predator - -
(® Games Asheron's Call
Dark Rein 2
O wPN
Delta Force
O sudiofvideo| Doam Q
S S [
irect< [7.8] Games
O Servers EliteForce g
O User Everluest
Fighter Ace [l - hd
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LAN Clients
To add a LAN client, or reserve an IP address for a DHCP client:
P> Procedure

1. From the Home screen, click on Advanced.

2. Under Advanced, select LAN Clients. If DHCP is used, all DHCP clients are
automatically assigned. If a fixed IP address server is on the LAN and you
want this server to be visible via the WAN, you must add its IP address. Once
the IP address has been added to you can apply Port Forwarding rules to this
IP address.

3. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.

To add a LaM Client, Enter IP Address and Hostnarne, then dick Apply,
Select LaM Connection: | L&N goup 1 =
Enter IP Address:
Hosthname:
MAC Address:
2|
Static Addresses
Delete  IP Address Hosthame  MAC Type
O 192.162.1.123 my.hosthame Static
| apply [ cancel |
Figure 3-17. LAN Clients
VLAN

You can use the VLAN (Virtual Local Area Network) screen to match different
VLAN IDs to the LAN ports.

To configure VLANS:

p Procedure

1. From the Home screen, click on Advanced.
2. Under Advanced, select VLAN. The VLAN screen appears.
3. Click the appropriate buttons to assign VLAN IDs to the LAN ports.
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Bridge Filters

6212-A2-GB22-00

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.

VLAN Setup

Enable vLaN[]

WLAND | WLANT | WLANZ | WLANG

il ® | O | O [ O
ezl ® | O | O [ O
Lzl ® | O | O [ O
2| End ® [ O [ O [ O

(The LAN ports map to the port at the back panel of modem)

[ apply ] cancel |

Figure 3-18. VLAN

The bridge filtering mechanism provides a way for the users to define rules to
allow or deny frames through the bridge based on source MAC address,
destination MAC address and/or frame type. When bridge filtering is enabled,
each frame is examined against the defined filter rules sequentially, and when a
matched is determined, the appropriate filtering action (allow or deny) is
performed. The bridge filter will only examine frames from interfaces which are
part of the bridge itself. Twenty filter rules are supported with bridge filtering.

To enable Bridge Filters:

p Procedure

1. From the Home screen, click on Advanced.

2. Under Advanced, select Bridge Filters. The Bridge Filters screen appears, as
shown in Figure 3-19, Bridge Filters.

The User Interface for Bridge Filter allows the user to add, edit, and delete, as well
as enable the filter rules. To add rules, define the source MAC address, destination
MAC address, and frame type with the desired filtering action (allow or deny), and
click on the Add button. The MAC address must be in a xx-xx-xx-xx-xx-xx format,
with 00-00-00-00-00-00 or blanks meaning any address.

To edit or modify an existing filter rule, select the desired rule created previously in
the Edit select box. The selected filter rule appears in the top section, as with the
Add procedure. Make the desired change to the MAC address, frame type and
access type, and click on Apply.

To delete a filter rules, select the filter rule entry to delete in the Delete selection
box. Note that multiple deletions are possible. Once all the desired filter rules are
selected for deletion, click on the Apply button. The Select All select box can also
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be used to delete the entire filter rule. It provides a quick method of selecting all
filter rules for deletion.

The Enable Bridge Filters button allows you to enable or disable bridge filtering. It
can be set or unset during any add, edit, or delete operation. It can also be set or
unset independently by pressing the Apply button.

Bridge Filters

[J Enable Bridge Filters
[] Enable Bridge Filter Management Interface
Select LAN: [LaN gioup 1 =]
Bridge Filter Management Interface: I_;l
Src MAC Src Port  Dest MAC Dest Port Protocol Mode
Joo-oooo000000 [aNy =1[000000000000  [ANY <] [PPPoE Session = | Deny =]
Edit Src MAC Src Port Dest MALC Dest Port Protocol Mode Delete
[ apply [ cancel |

Figure 3-19. Bridge Filters

Note: The bridge filter table contains three hidden rules. These rules are entered
automatically by the system to ensure that you don't lock yourself out of the
system. The first rule allows all ARP frames through the system. The second rule
allows all IPv4 frames with the destination MAC address of the router to go
through. The third rule allows all IPv4 frames with the source MAC address of the
router to go through.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

Note: On a windows based machine, you can find a MAC address with the ipconfig
program. At a command prompt, type: ipconfig /all
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Multicast

IGMP Snooping

6212-A2-GB22-00

This option enables the IGMP proxy, which allows NAT clients to participate in
IGMP multicast groups. It should only be enabled if NAT is also enabled.

To enable Multicasting:

P> Procedure

1. From the Home screen, click on Advanced.
2. Under Advanced, select Muliticast.

3. Click in the check box to enable the IGMP proxy. Select the WAN connection
that IGMP messages should be sent to.

To enable Multicazt, check Enable IGMP Multicazt button and then select a connection,

[] Enable IGMP Multicast

select Available Connections
O Sample_Connection

Multicast i

Figure 3-20. Multicast

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

Use the IGMP Snooping screen to specify whether IGMP Snooping is enabled.
When IGMP Snooping is enabled, the router analyzes Internet Group
Management Protocol (IGMP) packets to learn multicast group address and port

associations.
To enable IGMP Snooping:
1. From the Home screen, click on Advanced.

2. Under Advanced, select IGMP Snooping.
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Static Routing

3. Click in the check box to enable snooping.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.

IGMP Snooping

[ Enable IGMP Snooping

IGMP Snooping

Figure 3-21. IGMP Snooping

If the router is connected to more than one network, you may need to set up a
static route between the networks. A static route is a predefined pathway that
network information must travel to reach a specific host or network. You can use
static routing to allow different IP domain users to access the Internet through the
router.

To enable Static Routing:

p Procedure

3-26

1. From the Home screen, click on Advanced.
2. Under Advanced, select Static Routing.

3. Specify the New Destination IP. This is the address of the remote LAN network
or host to which you want to assign a static route. Enter the IP address of the
host for which you wish to create a static route here. For a standard Class C IP
domain, the network address is the first three fields of the New Destination IP,
while the last field should be 0. The Subnet Mask identifies which portion of an
IP address is the network portion, and which portion is the host portion. For a
full Class C Subnet, the Subnet Mask is 255.255.255.0.

4. Specify the Gateway address. This is the IP address of the device that allows
contact between the router and the remote network or host.
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Dynamic Routing

6212-A2-GB22-00

5.

Specify the Metric. This determines the maximum number of steps between
network nodes that data packets will travel. A node is any device on the
network (such as a router or switch).

6. The Apply button will temporarily save these settings. To make the change

permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.

Static Routing

Choose a connection: |Sample_Ennnactinn 'I

Mew Destination IP: | Mask: [255.255.255.0

Gateway:l Metnc:ID

The Routing Table is empty.

e|

Static Routing

Figure 3-22. Static Routing

Dynamic Routing allows the CPE to automatically adjust to physical changes in
the network. The CPE, using the RIP protocol, determines the network packets'
route based on the fewest number of hops between the source and the
destination. The RIP protocol regularly broadcasts routing information to other
routers on the network.

To enable Dynamic Routing:

p Procedure

1.
2.
3.

From the Home screen, click on Advanced.
Under Advanced, select Dynamic Routing.

Specify the Protocol. The protocol is dependent upon the entire network. Most
networks support RIP v1. If RIP v1 is selected, routing data will be sent in
RIP v1 format. If Rip v2 is selected, routing data will be sent in RIP v2 format
using subnet broadcasting. If RIP v1 Compatible is selected, routing data will
be sent in RIP v2 format using multicasting.

Specify the Direction. This determines the direction that RIP routes will be
updated. Selecting In means that the router will only incorporate received RIP
information. Selecting Out means that the router will only send out RIP
information. Selecting both means that the router will incorporate received RIP
information and send out updated RIP information.
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5. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.

Dynamic Routing

[ Enable RIP
Protocal:| RIF «2 -

# Enable Passwoard

Password: =
2 Interface Direction
LAM group 1 |Both 'I

Sample_Connection IBoth vl

Figure 3-23. Dynamic Routing

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.
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Access Control

Log Out

6212-A2-GB22-00

Access control allows certain PCs to access the router after the firewall is enabled.

Access control is enabled on a WAN connection only if the firewall is enabled
globally (see Firewall/NAT Services on page 3-17) and enabled on that WAN
connection.

To enable any of the Access Control features:

P> Procedure

1. From the Home screen, click on Advanced.

2. Under Advanced, select Access Control. The Access Control screen appears.
All Access Control rules have precedence over rules that were added via the
Port Forwarding page.

3. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.

Access Control

[ Enable Access Contral

All LAN access allowed, all WAN access denied.

Service Name WAN LAN group 1
Telnet O cf
weh O o
FTP O o
@ TFTP O O
Secure Shell (S5H) 0O E‘

IP Access List: | Select P 'I [ Delete
Mew IF: 0 Add

Access Control

Figure 3-24. Access Control

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

Click on Log Out to close the session.
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Tools

The Tools tab provides access to system commands and functions.

The Toolz section allows you to save the configuration, restart the gateway, update the gateway firmware,
setup user and rernote log information and run Ping and Modern tests,

Save the current configuration, Restart the gateway

System Commands and Restore to factory defaults,

Remote Log Setup Remote Log Infarmation,

User Management Configure User Mame and password,

Update Gateway Uparade the Gateway Firmware,

Ping Test Run a Ping Test,

Check whether the Maderm with 2 specific Connedion

o e et is propetly connected to the Metwork,

Figure 3-25. Tools Screen

System Commands

To make changes permanent, click on Tools (at the top of the page) and select
System Commands. The following commands are used to configure the router:

m  Save All: Click on this button in order to permanently save the current
configuration of the router. If you do restart the system without saving your
configuration, the CPE will revert back to the previously saved configuration.

m  Restart: Use this button to restart the system. If you have not saved your
configurations, the router will revert to the previously saved configuration upon
restarting. Connectivity to the unit will be lost. You can reconnect after the unit
reboots.

m  Restore Defaults: Use this button to restore factory default configuration.
Connectivity to the unit will be lost. You can reconnect after the unit reboots.
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PARADYNE'

T00LS

System Commands

Systemn Commands allow vou to carry out basic systermn actions, Press the button to execute a command.

System Commands

Prass this button in order to permanently save the

current configuration of the Gateway, If you do restart
the systern without saving your configuration, the
Gateway will revert back to the previously saved
configuration,

Use this button to restart the systermn, If you have not

sawved your configurations, the Gateway will revert back to
the previously saved configuration upaon restarting,
MOTE: Connectivity to the unit will be lost, You can
reconnect after the unit reboots,

Use this button to restore factory default configuration,
MOTE: Connectivity to the unit will be last, You can

reconnect after the unit reboots,

Figure 3-26. System Commands

Remote Log

The remote log feature forwards all logged information to a remote PC. The type of
information forwarded to the remote PC depends upon the log level. Each log
message is assigned a severity level, which indicates how seriously the triggering
event affects router functions. When you configure logging, you must specify a
severity level for each facility. Messages that belong to the facility and are rated at
that level or higher are logged to the destination.

For PPPoE and PPPoA connections, you can select Debug if you want to log the
connection information. This is helpful when trying to debug connection problems.

Table 3-1 defines the different severity levels.

Table 3-1.

Severity Levels

Severity Level

Description

Panic

System panic or other condition that causes the router to stop
functioning.

Alert

Conditions that require immediate correction, such as a corrupted
system database.

Citical

Potentially critical conditions, such as hard drive errors.

Error

Error conditions that generally have less serious consequences
than errors in the panic, alert, and critical levels.

Warning

Conditions that warrant monitoring.

Notice

Conditions that are not errors but might warrant special handling.

Info

Events or non-error conditions of interest.

Debug

Software debugging messages. Specify this level only if so directed
by your technical support representative.

6212-A2-GB22-00
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To forward logging information:

P> Procedure

1. Click on Tools and select Remote Log.
. Select a Log Level from the drop-down list.

2
3. Type the IP address of the remote logging destination and click on Add.
4

. Click on Apply. To make the change permanent, click on Tools (at the top of
the page) and select System Commands. At the System Commands page,
click on Save All.

Remote Log

Log Level

Log Level: | Motice vl
Add an IP Address: |
Select a logging destination: | None =

Figure 3-27. Remote Log

User Management

To change your router's username and password:

P> Procedure
1. From the Home screen, under the tools menu, click on User Management.

2. Change the login name and password.

3. If desired, you can change the idle timeout from this screen. The idle timeout
determines after how many minutes of inactivity the web interface is logged
off.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.
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If you forget your password, you can press and hold the reset to factory defaults
button for 10 seconds. The router will be reset to its factory default configuration
and all custom configurations will be lost.

User Management

User Management

User Managerment is used to change your User Marme or Password,

User Mame: |Admin
Password: |

Confirmed Password: |
Idle Timeout: |ED minutes

Figure 3-28. User Management

Update Gateway

You can remotely upgrade the router's firmware from the web interface.

To upgrade the firmware:

p Procedure

1.
2.

From the Home screen, under the Tools title, click on Update Gateway.

Click on Browse, and find the firmware file to download. Make sure this is the
correct file.

Click on upgrade firmware. Once the upgrade is complete the CPE will reboot.
You will need to log back onto the CPE after the firmware upgrade is complete.

The firmware upgrade should take less that 5 minutes to complete. If it takes
longer than 5 minutes, something has gone wrong.

Caution: Do not remove power from the router during the firmware upgrade
procedure.

6212-A2-GB22-00
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Ping Test

PARADYNE T00LS

Update Gateway

[To update your gateway firmware, choose an updated firmware image or configuration file in "Select a File",
and then click the Update Gateway button, Additionally, you may download your configuration file from the
svstern by clicking Get Configuration,

Update Gateway Select 3 File:| Browse... |

(Max file size 2.5 MB)

Firmw are Image can be the
combined single image with or
without digital signature.

|_update Gateway |

The system will be restarted autormatically, after the Filesysterm image is
successfully updated. ¥ou will need to reconnect again to configure your
setup,

| Get Configuration |

Status: MHone

Figure 3-29. Update Gateway

Once you have your router configured, it is a good idea to make sure you can ping
the network. If you have your PC connected to the router via the default DHCP
configuration, you should be able to ping the network address 192.168.1.2. If your
ISP has provided their server address you can try to ping that address. If the pings
for both the WAN and the LAN side are successful, and you have the proper
protocols configured, you should be able to access the Internet.

To run a ping test:

p Procedure

3-34

1. From the Home screen, under the Tools title, click on Ping Test.
2. Specify the target IP Address that you want to ping.
Optionally, specify:

— TOS Byte value. This is part of the IP header of the ping packet. Valied
values are 0 to 255.

— Packet size. Valid values are 36 to 65507.
— Number of echo requests. Valid values are 1 to 9.
3. Click on Test.

By default, when you select ping test, the router will ping itself three times. In
Figure 3-30, the router passed the Ping Test; this basically means that the TCP/IP
protocol is up and running. If this first test does not pass, the TCP/IP protocol is
not loaded. In this case, restart the router.
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PARADYNE T00LS

Enter IP Address to ping: |192163.1.1

Packet size: |64 bytes

Number of echo requests: |3
q

PING 192.168.1.1 {192.168.1.1): 64 data bytes .
72 bytes from 192.168.1.1: icmp_seq=0 tt|=255
time=0.0 ms

72 bytes from 192.168.1.1: icmp_seq=1 tt|=255
time=0.0 ms

72 bytes from 192.168.1.1: icmp_seq=2 tt|=255
time=0.0 ms

--- 192 168.1.1 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet

Figure 3-30. Ping Test

Modem Test

The Modem Test is used to check whether your router is properly connected to the
WAN Network by running OAM F4 and F5 end-to-end and segment tests. The test
may take a few seconds to complete. To perform the test, select your connection
from the list, select a Test Type, and click on the Test button.

Before running this test, make sure you have a valid DSL link; if the DSL link is not
connected, this test will always fail. Also, the DSLAM must support this feature.
Not all DSLAMs have OAM F4 and F5 support.

PARADYNE T00LS

This test can be used to check whether your Modem is propetly conneced to the Metwork, This test may
take a few seconds to complete, To perform the test, select vour connection fram the list and press the
Test buttan,

Connection Type WPLWCI
(O sample_Connection static  0:35

Modem Test
| rodemtest | restType: [FAE

[ Test |

Modem Test Result: Notest is running

Figure 3-31. Modem Test
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3. Using the Web Interface

Status

3-36

The Status section allows you to view the Status/Statistics of different connections
and interfaces:

m  Network Statistics — Select to view the Statistics of the Ethernet and DSL
interfaces, as shown in Figure 3-32.

PARADYNE STATUS

Network Statistics Network Statistics

Choose an interface to view your netwaork statistics:
(® Ethernet O DsL

Transmit

Good Tx Frames
Good Ty Broadcast Frames
Good Ty Multicast Frames
T Total Bytes
Collisions
Error Frames
Carrier Sense Errors
Receive
Good Rx Frames
Good Ry Broadcast Frames
Good Rx Multicast Frames
Ry Total Bytes
CRC Errors
Undersized Frames
Cverruns
Receive
Good Ry Frames
Good Rx Broadcast Frames
Good Rx Multicast Frames
Rx Total Bytes
CRC Errors
Undersized Frames
Owerruns
Receive
Good Ry Frames
Good Rx Broadcast Frames
Good Rx Multicast Frames
Rx Total Bytes
CRC Errors
Undersized Frames
Overruns

ooooooo

oooooogd

ocoooooo

ooooooo

Figure 3-32. Network Statistics

m  Connection Status — Select to view the Status of different connections.
m DHCP Clients — Select to view the list of DHCP clients.

m  Modem Status — Select to view the Status and Statistics of your broadband
(DSL) connection.

B  Product Information — Select to view the router's driver and run-time
information, as shown in Figure 3-33.
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3. Using the Web Interface

6212-A2-GB22-00

HOME SETUP | ADVANCED TOOLS

STATUS

HELP

Network Statistics Product Information

Connection Status

DHCP Clients
Modem Status Product Information

Maodel Mumber
Product Inf ti L
roduc nrormation HYW Revision
System Log Serial Mumber
Log Out Ethernet MAC

Software Yersions

Paradyne Firmware
Releasze

Gateway

DSL HAL
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PDSP Firmware
Boot Loader

B212-82-HKH
Unknow
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00:0e:a6:23:65:24

2.1.00

3.6,0_0C

3.6.0

2.02.00.032
2.01.02.00 Annex &
01.07.02

0.49

1215

Figure 3-33. Product Information

m  System Log — Select to view all logged information. Depending upon the

severity level, this logged information will generate log reports to a remote host

(if remote logging is enabled).
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Troubleshooting

The Router Is Not Functional

1.

o M b

Check to see that the Power LED is green and than the network cables are
installed correctly. Refer to Connecting the Hardware in Chapter 2, Hardware
Installation and PC Setup for more details.

Check to see that the LAN and STATUS LEDs are green.
Check the settings on your PC.
Check the router's settings.

From your PC, can you ping the router? Assuming that the router has DHCP
enabled and your PC is on the same subnet as the router, you should be able
to ping the router.

Can you ping the WAN? Your ISP should have provided the IP address of their
server. If you can ping the router and your protocols are configured correcily,
you should be able to ping the ISP's network. If you cannot ping the ISP's
network, make sure you are using the correct protocols with the correct
VPI/VCI values.

Make sure NAT is enabled if you are using private addresses on the LAN
ports.

You Cannot Connect to the Router

6212-A2-GB22-00

1.

Check to see that the Power LED is green and that the network cables are
installed correctly. Refer to Connecting the Hardware in Chapter 2, Hardware
Installation and PC Setup for more details.

Make sure that your PC and the router are on the same network segment. The
router's default IP address is 192.168.1.1. If you are running a Windows-based
PC, type ipconfig /all (or winipcfg /all on Windows 95, 98, or ME) at a
command prompt to determine the IP address of your network adapter. Make
sure that it is within the same 192.168.1.x subnet. Your PC's subnet mask
must match the router's subnet mask. The router has a default subnet mask of
255.255.255.0. Refer to Configuring Your PC’s IP Address in Chapter 2,
Hardware Installation and PC Setup.

Make sure NAT is enabled if you are using private addresses on the LAN
ports.
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4. Troubleshooting

LEDs Blink in a Sequential Pattern

This typically means that either the kernel or flash file system is corrupted. Notify
your service representative.

Status LED Continues to Blink

This means that the DSL line is trying to train but for some reason it cannot
establish a valid connection. The main cause of this is that you are too far away
from the central office. Contact your DSL service provider for further assistance.

Status LED is Always Off

1. Make sure you have DSL service. You should receive notification from your
ISP that DSL service is installed. You can usually tell if the service is installed
by listening to the phone line: you will hear some high-pitched noise. If you do
not hear high-pitched noise, contact your ISP.

2. Verify that the phone line is connected directly to the wall and to the line input
on the router. If the phone line is connected to the phone side of the router or
you have a splitter installed on the phone line, the DSL light will not come on.

4-2 January 2005 6212-A2-GB22-00



Terminology

What is a Firewall?

What is NAT?

What is a DMZ

6212-A2-GB22-00

A firewall is protection between the Internet and your local network. It acts as the
firewall in your car does, protecting the interior of the car from the engine. Your
car's firewall has very small opening that allow desired connections from the
engine into the cabin (gas pedal connection, etc), but if something happens to your
engine, you are protected.

The firewall in the router is very similar. Only the connections that you allow are
passed through the firewall. These connections normally originate from the local
network, such as users web browsing, checking e-mail, downloading files, and
playing games. However, you can allow incoming connections so that you can run
programs like a web server.

NAT stands for Network Address Translation. Another name for it is Connection
Sharing. What does this mean? Your ISP provides you with a single network
address to access the Internet with. However, you may have several machines on
your local network that want to access the Internet at the same time. The router
provides NAT functionality that converts your local network addresses to the single
network address provided by your ISP. It keeps track of all these connections and
makes sure that the correct information gets to the correct local machine.

Occasionally, there are certain programs that don't work well through NAT. Some
games and other specialty applications have a bit of trouble. The router contains
special functionality to handle the vast majority of these troublesome programs
and games. NAT does cause problems when you want to run a server. See the
DMZ section below.

?

DMZ really stands for Demilitarized Zone. It is a way of separating part of your
local network so that is more open to the Internet. Suppose that you want to run a
web server, or a game server. Normal servers like these are blocked from working
by the NAT functionality. The solution is to isolate the single local computer into a
DMZ. This makes the single computer look like it is directly on the Internet, and
others can access this machine.
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A. Terminology

Your machine isn't really directly connected to the Internet, and it really has an
internal local network address. When you provide the server's network address to
others, you actually provide the address of the router. The router fakes the
connection to your machine.

You should use the DMZ when you want to run a server that others will access
from the Internet. Internal programs and servers (like print servers) should not be
connected to the DMZ.

What is a Router?

A-2

The Internet is so large that a single network cannot handle all of the traffic and
still deliver a reasonable level of service. To overcome this limitation, the network is
broken down into smaller segments or subnets that can deliver good performance
for the stations attached to that segment. This segmentation solves the problem of
supporting a large number of stations, but introduces the problem of getting traffic
from one subnet to another.

To accomplish this, devices called routers are placed between segments. If a
machine wishes to contact another device on the same segment, it transmits to
that station directly using a simple discovery technique. If the target station does
not exist on the same segment as the source station, then the source actually has
no idea how to get to the target.

One of the configuration parameters transmitted to each network device is its
default gateway. This address is configured by the network administrators and it
informs each personal computer or other network device where to send data if the
target station does not reside on the same subnet as the source. If your machine
can reach all stations on the same subnet (usually a building or a sector within a
building), but cannot communicate outside of this area, it is usually because of an
incorrectly configured default gateway.
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